Van: Marcel Frangois van der Werf

Verzonden: vrijdag 16 april 2021 06:06

Aan: _Archief KdK; voorlichting@hogeraad.nl; gemeente@ooststellingwerf.nl; Gemeente
Leeuwarden; rvd.pers.kh@minaz.nl <rvd.pers.kh@minaz.nl>; info; info@vvd.nl; R. Soorsma - Integra
bewindvoering; ton.van.der.plas@ggzfriesland.nl; Erik.Canter Visscher; Erna Jellesma

Onderwerp: FW: This account has been hacked! Change your password right now!

Geachte heer, mevrouw,

We hebben uw e-mail in goede orde ontvangen.

We nemen uw bericht zo spoedig mogelijk in behandeling.

Dit e-mailadres is bedoeld voor vertegenwoordigers van pers en media.

Overige belangstellenden kunnen gebruikmaken van het contactformulier
info@aumatco.com.

Bij Spam kunt u zich uitschrijven op onze nieuwsbrief met het verzoek in uw mail: Geen
Spam svp.

Met vriendelijke groet,

Marcel F. van der Werf, Lawyer.

Aumatco.com - Online Media

Verzonden vanuit Mail voor Windows 10

Van: Marcel Francois van der Werf

Verzonden: vrijdag 16 april 2021 06:05

Aan: Zorgadministratie.HenB@ggzfriesland.nl; klachtenfunctionaris@ggzfriesland.nl;
Klachtencommissie; Administratie - Integra bewindvoering; rwinter2014@outlook.com;
rvb@ggzfriesland.nl; vAnEsSa pOsTmA,; info; info

Onderwerp: FW: This account has been hacked! Change your password right now!

Geachte heer, mevrouw,
We hebben uw e-mail in goede orde ontvangen.
We nemen uw bericht zo spoedig mogelijk in behandeling.

Dit e-mailadres is bedoeld voor vertegenwoordigers van pers en media.



Overige belangstellenden kunnen gebruikmaken van het contactformulier
info@aumatco.com.

Bij Spam kunt u zich uitschrijven op onze nieuwsbrief met het verzoek in uw mail: Geen
Spam svp.

Met vriendelijke groet,

Marcel F. van der Werf, Lawyer.

Aumatco.com - Online Media

Onderwerp: Fwd: This account has been hacked! Change your password right now!

Outlook voor Android downloaden

From: mfwerf@outlook.com <mfwerf@outlook.com>

Sent: Saturday, April 10, 2021 8:17:48 PM
To: mfwerf@outlook.com <mfwerf@outlook.com>

Subject: This account has been hacked! Change your password right now!

Hello Marcel Francois van der Werf,

You may not know me and you are probably wondering why you are getting this e mail, right?
I'm a hacker who cracked your devices a few months ago.

| sent you an email from YOUR hacked account.

| setup a malware on the adult vids (porno) web-site and guess what, you visited this site to have fun
(you know what | mean).

While you were watching videos, your internet browser started out functioning as a RDP (Remote
Control) having a keylogger which gave me accessibility to your screen and web cam.

after that, my software program obtained all of your contacts and files.
You entered a passwords on the websites you visited, and | intercepted it.

Of course you can will change it, or already changed it.



But it doesn't matter, my malware updated it every time.
What did | do?

| created a double-screen video. 1st part shows the video you were watching (you've got a good taste
haha . . .), and 2nd part shows the recording of your web cam.

Do not try to find and destroy my virus! (All your data is already uploaded to a remote server)
— Do not try to contact with me

— Various security services will not help you; formatting a disk or destroying a device will not help
either, since your data is already on a remote server.

| guarantee you that | will not disturb you again after payment, as you are not my single victim. This is
a hacker code of honor.

Don’t be mad at me, everyone has their own work.
exactly what should you do?

Well, in my opinion, $1000 (USD) is a fair price for our little secret. You'll make the payment by Bitcoin
(if you do not know this, search "how to buy bitcoin" in Google).

My Bitcoin wallet Address:
1GjBNkojTEp1Mcg1tyrVpBOnxr6Xdb34kH

(It is cAsE sensitive, so copy and paste it)

Important:

You have 48 hour in order to make the payment. (I've a facebook pixel in this mail, and at this moment
| know that you have read through this email message).

To track the reading of a message and the actions in it, | use the facebook pixel.
Thanks to them. (Everything that is used for the authorities can help us.)

If I do not get the BitCoins, | will certainly send out your video recording to all of your contacts
including relatives, coworkers, and so on. Having said that, if | receive the payment, I'll destroy the
video immidiately.

If you need evidence, reply with "Yes!" and | will certainly send out your video recording to your 6
contacts. It is a non-negotiable offer, that being said don't waste my personal time and yours by
responding to this message.

Filing a complaint somewhere does not make sense because this email cannot be tracked like my
bitcoin address. | do not make any mistakes. If | find that you have shared this message with someone
else, the video will be immediately distributed. Bye!






